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Colfe’s School Online Safety Policy

I. Policy Scope

This

policy applies to the entire Colfe’s School community, including the Early Years

Foundation Stage (EYFS), Junior School and Senior School. It applies to pupils, staff,

gove

The

This

rnors, volunteers, contractors and visitors where appropriate.
policy covers the safe and responsible use of:

school networks and internet access;

school-owned devices and hardware;

Microsoft Surface devices;

email, Microsoft Teams and other communication systems;

cloud-based services and file storage;

mobile phones and wearable technology;

social media and online communication;

artificial intelligence (Al) tools;

cameras, recording devices and digital media; and

personal devices where their use affects the school community or safeguarding of
pupils.

policy should be read alongside the School’s Child Protection and Safeguarding Policy,

Mobile Phone Policy, Behaviour Policy, Harmful and Abusive Behaviours Policy, Artificial

Intelligence Policy, Data Protection Policy and relevant Acceptable Use agreements.

2. Responsibility for the Policy

Responsibility for this policy sits with the:

Designated Safeguarding Lead (DSL);
Online Safety Lead;
relevant members of the Senior Leadership Team;

IT leadership;



e Safeguarding Link Governor; and
o Governing Body.

Online safety is a safeguarding responsibility and is a running and interrelated theme within
the School’s whole-school approach to safeguarding.

3. Guiding Principle

“Children and young people need to be empowered to keep themselves safe — this isn’t just
about a top-down approach. Children will be children — pushing boundaries and taking risks.
At a public swimming pool, we have gates, put up signs, have lifeguards and shallow ends,
but we also teach children how to swim.”

Dr Tanya Byron, Safer Children in a Digital World: The Byron Review

The School seeks both to protect pupils from online harm and to educate them to use
technology safely, responsibly, critically and positively.

Technology is a significant component of many safeguarding and wellbeing issues. Effective
online safety therefore requires a combination of education, appropriate technical controls,
effective policies, responsible behaviour and appropriate intervention when concerns arise.

4. Review

Last reviewed: August 2026
Next review: August 2027

This policy will be reviewed at least annually and sooner where significant changes to
legislation, statutory guidance, technology, identified risks or School systems make this
necessary.

5. Legislative and Statutory Framework
This policy has regard to relevant legislation and statutory guidance, including:
e Keeping Children Safe in Education 2026;
o the Data Protection Act 2018;
e UK General Data Protection Regulation (UK GDPR);
e the Education Act 201 |;
e the Prevent Duty;
o the Equality Act 2010;

¢ the Communications Act 2003;



e the Computer Misuse Act 1990;

e the Human Rights Act 1998;

o the Children and Families Act 2014;

e statutory requirements relating to the Early Years Foundation Stage;

e Department for Education guidance on filtering and monitoring;

o Department for Education guidance on searching, screening and confiscation; and

e Department for Education guidance on mobile phones in schools.

6. Aims and Objectives
Colfe’s School aims to:

o safeguard pupils from potentially harmful and inappropriate online material and
activity;

e provide secure and appropriate access to ICT and online services;

e protect and educate the whole School community in the safe and responsible use of
technology;

e establish clear expectations for the use of School and personal devices;

e ensure appropriate filtering and monitoring systems are in place;

o identify, intervene in and escalate online safety concerns appropriately;

e support pupils to become responsible, discerning and resilient users of technology;
e ensure staff understand their responsibilities in relation to online safeguarding;

e work constructively with parents and carers to promote online safety; and

e ensure that new and emerging technologies, including generative Al, are introduced
and used with appropriate consideration of safeguarding risks.

7. The Four Categories of Online Risk
The School’s approach to online safety recognises four broad categories of risk.
Content
Pupils may be exposed to illegal, inappropriate or harmful material, including:
e pornography;

e racism, misogyny, antisemitism and other discriminatory content;



e self-harm and suicide content;

¢ radicalisation and extremist material;

e extreme sexual or physical violence;

¢ misinformation and disinformation;

e conspiracy theories; and

e content that promotes harmful or dangerous behaviours.
Contact

Pupils may experience harmful interaction with other users, including interactions facilitated
or simulated by generative Al. Risks include:

e peer pressure;
e online bullying;
e inappropriate commercial contact;
e grooming;
e adults posing as children or young people;
e sexual exploitation;
e criminal exploitation; and
e financial exploitation.
Conduct
A pupil’s own online behaviour may increase the likelihood of, or cause, harm. This includes:
e online bullying or harassment;
o abusive or discriminatory communication;
e sharing personal information inappropriately;
e making, requesting, sending, receiving or distributing nude or semi-nude images;
e creating or distributing sexualised or abusive Al-generated material;
e impersonating another person;
e misuse of photographs, video or audio;
e harmful online challenges; and
e behaviour which adversely affects another member of the School community.

Online behaviour is not regarded as less serious simply because it takes place away from the
physical School site.



Commerce
Risks include:
e online gambling;
e inappropriate or manipulative advertising;
e phishing;
e scams;
e fraudulent purchases;
 financial exploitation; and

e other attempts to obtain money, credentials or personal information.

8. School Network and Service Provision

Colfe’s provides pupils and staff with access to networked digital services, including Wi-Fi,
internet access, email, Microsoft Teams, OneDrive and other approved educational services.

School systems are provided primarily to support education and the effective operation of
the School.

Technical problems should be reported to ITSupport@colfes.com.

Access to School networks and systems is subject to appropriate security, filtering and
monitoring arrangements.

Users must not attempt to circumvent School filtering, security or monitoring
arrangements, including through:

e VPNs or proxy services;

e alternative network connections;

e personal hotspots;

¢ mobile data;

e unauthorised software; or

e other technologies intended to bypass School controls.

Pupils should only use the School’s filtered internet connection during the School day where
internet access is required.

Parents should be aware that independently connected devices using cellular networks may
be capable of bypassing School internet filtering. The School’s Mobile Phone Policy
significantly restricts pupil access to such devices during the School day.
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9. Filtering and Monitoring

The School has appropriate filtering and monitoring systems in place to safeguard pupils
from harmful and inappropriate online material.

The School currently uses systems including Sophos and Senso. Systems may change as
technology and safeguarding requirements develop.

Filtering and monitoring arrangements are overseen through collaboration between
safeguarding, IT and senior leadership.

The School will:
o identify and assign appropriate roles and responsibilities for filtering and monitoring;

e ensure filtering and monitoring arrangements reflect the age and needs of pupils and
the nature of the School’s technology;

o consider safeguarding risks when systems or technologies change;
e review filtering and monitoring provision at least annually;
e ensure appropriate information is provided to governors;

o ensure staff understand their responsibilities in relation to filtering and monitoring;
and

e respond appropriately to concerns identified through monitoring.

Filtering should protect pupils while avoiding unreasonable restrictions on legitimate
teaching and learning.

Monitoring of School Devices

Concerns identified by monitoring software on School-managed devices may be reported to
the School.

During term time, captures are reviewed regularly by the pastoral/safeguarding team from
Monday to Friday and concerns are escalated where appropriate.

Monitoring software may continue to operate outside normal School days, including
weekends and holidays. However, alerts and captures are not routinely reviewed by
School staff until the next School day.

Monitoring should therefore not be regarded by pupils or parents as an emergency
safeguarding service or as a replacement for seeking immediate assistance where a child is
believed to be at risk.



10. Microsoft Surface Devices and School Equipment

Senior School pupils are expected to use their School-managed Microsoft Surface
appropriately for teaching and learning.

The School’s Mobile Device Management systems enable the remote deployment of
appropriate applications, security settings and updates.

Pupils are expected to:
o handle their device carefully;
e bring it to School appropriately charged;
o keep passwords and authentication details secure;
e use only authorised software and services;
e protect the device from unauthorised use;
e comply with School filtering and monitoring arrangements;
e use the device primarily for educational purposes while at School; and
e comply with the Pupil Digital Device Code of Conduct.
Pupils must not interfere with the operation of another person’s device, account or files.

Personal computers may not be connected to the School LAN unless specifically authorised
by IT.

I 1. Acceptable Use
Users of School technology must act responsibly, lawfully and with consideration for others.
Pupils must not:

o deliberately access, create, store or distribute harmful or inappropriate content;

e use technology to bully, threaten, harass, discriminate against or humiliate another
person;

e impersonate another person;

e attempt to gain unauthorised access to accounts, networks or systems;
e interfere with the work or files of others;

e compromise network security;

o deliberately bypass School filtering or monitoring;

o install software without permission;



e send bulk communications without appropriate permission;

o disclose another person’s private information without legitimate reason;

e record, photograph or film others where this is prohibited or inappropriate;

o use School technology in a way that breaches academic integrity requirements; or
e use Al or other technology contrary to School instructions or policies.

School email and Microsoft Teams are formal School communication systems. Pupils are
expected to check them regularly and communicate with courtesy and consideration.

12. Mobile Phones and Wearable Technology

Detailed requirements are contained in the School’s Mobile Phone Policy, which should
be read alongside this policy.

Senior School
For pupils in Years 7—11, the School operates a phone-free environment.

Mobile phones must be switched off and out of sight from arrival on the School site until the
pupil leaves the School site at the end of the day and should be stored securely in
accordance with the Mobile Phone Policy.

From September 2026, pupils joining Year 7 are not permitted to bring a smartphone to
School. This requirement will move progressively through the School with subsequent Year
7 cohorts.

The same principles apply to wearable technology capable of performing functions similar to
a smartphone, including devices capable of messaging, calling, accessing social media or
internet services, or displaying notifications.

Exceptions may be made where access to a device is required for a recognised medical
need. Such arrangements must be agreed in advance with the appropriate pastoral staff.

Sixth Form pupils may use mobile phones only in accordance with the arrangements and
designated locations specified in the Mobile Phone Policy.

Where a phone or wearable device is used contrary to School policy, it may be confiscated
and a sanction issued in accordance with the Behaviour Policy and Mobile Phone Policy.

Mobile phones and unauthorised wearable technology are prohibited in examination rooms.



13. Artificial Intelligence

Generative artificial intelligence is increasingly embedded within digital services and has
legitimate potential to enhance teaching and learning. It also presents safeguarding, privacy,
accuracy, academic integrity and ethical risks.

Al may facilitate or contribute to:
e bullying and harassment;
e grooming or exploitation;
e harmful or age-inappropriate content;
« misinformation and fabricated information;
e impersonation;
e creation or manipulation of images, audio or video, including deepfakes;
o sexualised or abusive synthetic imagery;
o disclosure of personal or confidential information; and
e academic misconduct.

Use of Al to bully, humiliate, sexualise, impersonate, exploit or otherwise harm another
person will be treated seriously under the School’s safeguarding and behaviour procedures.

The School’s filtering and monitoring expectations apply to Al services.

Staff considering new Al services for use with pupils should consider safeguarding, privacy,
data protection, age restrictions and suitability before use.

Pupils in Years 7 and 8 are not permitted to use generative Al tools for School
work.

From Year 9 onwards, generative Al may be used where a member of staff has specifically
permitted or directed its use and pupils must comply with any conditions set by that
member of staff.

Further requirements are contained within the School’s Artificial Intelligence Policy.

4. Online Safety Education
Online safety forms an integral part of the School’s safeguarding curriculum.

Pupils are taught about online safety through the wider curriculum, Eudaimonia in the Senior
School, PSHEE/RSHE, assemblies and other appropriate educational opportunities.

Education will be age appropriate and will include:

o safe and responsible use of electronic equipment and the internet;



appropriate use of social media;

protecting personal and confidential information;
privacy and digital footprints;

identifying misinformation and unreliable online material;
recognising manipulative and harmful online behaviour;
online bullying;

grooming and exploitation;

radicalisation and extremist content;

healthy use of technology;

reporting concerns;

Al and emerging technologies; and

how pupils can respond where they witness another person being harmed online.

The aim is not simply to restrict access to risk but to give pupils the knowledge, judgement

and resilience needed to navigate online environments safely.

I5. Staff Training and Responsibilities

Online safety is an integral part of safeguarding training.

During induction, staff will receive appropriate information and training concerning:

safe internet and technology use;

cyberbullying and child-on-child abuse online;

online grooming and exploitation;

online radicalisation;

emerging online threats;

generative Al;

the School’s filtering and monitoring arrangements; and

individual roles and responsibilities in relation to filtering and monitoring.

All staff will receive refresher training and safeguarding updates relating to online safety at

least annually, with additional updates where emerging risks or changes in School systems

make this appropriate.

Online safety training should be recorded in the School’s safeguarding training records.



Staff must:
o comply with the Staff Code of Conduct and Staff Acceptable Use requirements;
e maintain appropriate professional boundaries online;
e protect passwords and School information;
e use authorised systems when handling pupil information;
» not photograph or record pupils on personal devices;
e notify the DSL where a safeguarding concern arises through technology; and
e report suspected security breaches appropriately.

Staff may bring personal phones to School but should restrict their use in accordance with
the Staff Code of Conduct and must not use personal phones inappropriately when
responsible for or in the presence of pupils.

16. Photography, Video and Recording

Images and recordings of pupils must be created, stored and used in accordance with School
policy, safeguarding requirements and data protection requirements.

Staff must not take or store photographs or recordings of pupils on personal devices.

External and School photographers commissioned to produce photographs or videos for
School use operate under the direction of the appropriate School staff. Parents are given
the opportunity to indicate where their child’s image should not be published externally.

Junior School and EYFS

The Junior School’s detailed requirements concerning mobile phones, cameras and
photography are contained in the Mobile Phones and Media Policy (Junior).

Within EYFS:
e photographs and videos of children will only be taken by designated staff;

e School-owned cameras or iPads must be used where images are required for
educational records or approved platforms such as Tapestry;

o staff must not photograph EYFS pupils using personal devices; and

e parents and visitors must comply with the restrictions on mobile phones and
cameras applying within the EYFS setting.

A breach by a member of staff may result in disciplinary action.



17. Cyberbullying, Harmful and Abusive Behaviour and Child-on-Child Abuse

Online behaviour capable of causing harm will be treated as seriously as equivalent
behaviour occurring offline.

Abuse occurring online must not be minimised or dismissed because it has taken place
digitally.

Concerns involving:
o bullying;
e harassment;
o sexual harassment;
e discriminatory abuse;
o sharing of nude or semi-nude images;
e threatening communications;
e impersonation;
e harmful Al-generated material; or
e other harmful child-on-child behaviour

will be addressed in accordance with the School’s safeguarding, Harmful and Abusive
Behaviours, Behaviour and Anti-Bullying procedures as appropriate.

18. Confidentiality and Data Protection
Personal and School information must be handled responsibly and kept appropriately secure.
Users must:

e keep passwords confidential;

e use strong passwords and available security measures;

e protect personal data;

e use secure and authorised services;

o take appropriate care when sharing files or information;

e immediately report suspected loss or unauthorised disclosure of confidential
information; and

e continue to respect confidentiality after leaving the School.



19. Social Media
Social media services may be restricted or blocked on School-managed pupil devices.

Where social media activity outside School affects pupils, staff, the orderly running of the
School or the safeguarding and welfare of members of the School community, the School
may take appropriate action.

Pupils must not use social media to bully, harass, threaten or abuse others or to share
inappropriate material.

Staff must comply with professional-boundary expectations contained in the Staff Code of
Conduct and related policies.

20. Searching, Confiscation and Inspection of Devices

Where there are reasonable grounds to suspect that a device contains material connected
to a breach of School rules, safeguarding concern or unlawful activity, the School may
search, confiscate or examine a device where permitted to do so.

Any search or examination will be undertaken in accordance with applicable legislation,
Department for Education guidance and School safeguarding procedures.

Where there is concern that a device contains sexual images of a child or other potentially
illegal material, staff must involve the DSL or a deputy DSL and follow the School’s
safeguarding procedures. Material of this kind should not be unnecessarily viewed, copied or
distributed.

Safeguarding considerations take precedence over routine disciplinary investigation where
there is concern that a child may be at risk.

21. Working with Parents and Carers

The School recognises that effective online safeguarding requires partnership with parents
and carers.

The School will:
e provide information and guidance about online safety;
e provide information about its filtering and monitoring arrangements;

o offer relevant resources, including through Tooled Up and parent information
events;

e communicate significant emerging online risks where appropriate;

e help parents understand School expectations concerning devices, mobile phones,
social media and online conduct;



e provide clear routes for raising online-safety concerns; and

e contact parents where the School has significant concerns about a pupil’s online
behaviour or welfare.

Parents and carers are encouraged to establish appropriate boundaries for technology use
outside School and to communicate with the School where they become aware of online
behaviour affecting pupils.

Parents should be aware that School filtering and monitoring arrangements cannot provide
protection when pupils use independently connected personal devices away from School
systems.

22. Reporting Concerns

Online safeguarding concerns should be reported promptly to the appropriate member of
staff or directly to the School’s safeguarding team.

Pupils should be encouraged to report concerns whether they are:
o directly affected;
e concerned about another pupil; or
e witnesses to harmful online behaviour.

Staff must report safeguarding concerns in accordance with the School’s Child Protection
and Safeguarding procedures.

Technical concerns should be reported to:

ITSupport@colfes.com

Where there is an immediate risk to a child, the School’s safeguarding procedures take
precedence.

23. Sanctions and Response to Breaches
Breaches of this policy will be considered according to:
o the nature and seriousness of the behaviour;

e the age and understanding of the pupil;
e intent;

e impact on others;

o safeguarding considerations;

o whether behaviour is repeated; and
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e relevant School behaviour and safeguarding policies.
Possible responses include:
e education or restorative work;
e restriction of access to School technology;
e confiscation of a device;
e parental involvement;
e detention or other School sanctions;
e suspension or exclusion in serious cases; and
o referral to safeguarding agencies or the police where appropriate.

A safeguarding response and a behaviour response may both be required.

24. Governance and Review of Online Safety

The Governing Body and School leadership will maintain appropriate oversight of online
safety.

This includes ensuring that:
e appropriate filtering and monitoring systems are in place;
e roles and responsibilities are clearly identified;
o staff receive appropriate training;
e online safety is incorporated into safeguarding and curriculum provision;
e significant online risks and emerging technologies are considered;
o appropriate information is available to parents and pupils; and
e this policy and associated procedures are reviewed regularly.

Filtering and monitoring provision will be reviewed at least annually and whenever there are
significant changes to the School’s technology, safeguarding risks or relevant guidance.

25. Related Policies and Documents

This policy should be read alongside:
e Child Protection and Safeguarding Policy;
e Mobile Phone Policy;
e Mobile Phones and Media Policy (Junior);



e Artificial Intelligence Policy;

o Pupil Digital Device Code of Conduct;
o Staff Acceptable Use Policy;

e Harmful and Abusive Behaviours Policy;
e Anti-Bullying Policy;

e Behaviour Policy;

o Staff Code of Conduct;

e Data Protection Policy;

e Comeplaints Policy; and

¢ relevant PSHEE/RSHE and Eudaimonia curriculum documentation.

Reviewed: August 2026
Next scheduled review: August 2027



